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(GTC UZH Data Processing by Third Parties) Version January 2025*

1. Areaof Application

These GTC form an integral part of the contractual relationship between the University of Zurich (mandator)
and the service provider (mandatee), who processes personal and/or factual data for the mandator in accord-
ance with § 6 of the Act on Information and Data Protection (Gesetz liber die Information und den Datenschutz,
IDG, LS 170.4) and in conjunction with § 25 of the Ordinance on Information and Data Protection (Verordnung
Uber die Information und den Datenschutz, IDV, LS 170.41). The processing of information for the mandator is
the central component and the main purpose of the contract.

2.  Responsibility
The mandator is responsible for the processing of the information.

The mandatee is only authorised to process the client’s information within the scope of the contractual agree-
ment.

3. Legal Power of Disposal over Information

The mandator retains full power of disposal over the processed information. In particular, the mandator may,
at any time and without giving reason therefore and irrespective of the specific contractual situation, deny the
mandatee access to the processed information, request the mandatee to return processed informationin a pre-
viously agreed format at no cost, or require the mandatee to destroy the processed information.

4. Purpose Limitation

The information processed by the mandatee may solely be used for the purposes stipulated in the contract.
Any other uses must be authorised in writing by the mandator.

5. Disclosure of Information

Disclosure of Information to third parties shall be made only within the scope of the contractual agreement or
if the mandator has given written consent.

! The GTC UZH Data Processing by Third Parties are based on the GTC Data Processing by Third Parties (<AGB Datenbearbeitung durch Dritte»), which were
declared to be binding by the Government Council of the Canton of Zurich (Government Council Decision RRB 670/2015 dated 24.06.2015). These GTC are
designed to ensure fair contractual relationships between public bodies as mandators and mandatees (e.g. providers of ICT services); in principle the GTC

must be used to conclude new contracts.



Should the mandatee be obliged by a judicial enforcement measure to provide the relevant authorities with
access to the mandator’s systems and information, the mandatee shall inform the mandator immediately.

6. Duties of Confidentiality

The mandatee, its employees, subcontractors and ancillary staff are subject to the comprehensive duties of
confidentiality required by official secrecy during contract fulfillment and after contract termination.
Additional statutory duties of confidentiality (e.g. professional confidentiality) remain reserved.

Duty of confidentiality applies to all the mandator’s systems, processes, and information; it applies equally
within the mandatee’s organization, irrespective of hierarchy.

Employees of the mandatee, the subcontractor or ancillary staff who process sensitive personal data within the
scope of the contractual relationship are subject to the mandator’s right of control and instruction, unless or-
ganisational and technical measures prevent them from gaining knowledge.

7. Requests for Access to Information

The mandatee shall forward requests for access to information as defined in § 20 IDG to the mandator. The
mandatee shall take organisational and technical measures to enable the mandator to respond to such re-
quests and to enforce the rights of data subjects to correction and deletion.

8. Information Security

8a. General provisions

The mandatee is aware of the mandator’s duty to adopt suitable organisational and technical measures to pro-
tect information (§ 7 IDG). The mandator informs the mandatee about the protection requirements of the infor-
mation to be processed?.

8b. Separation of information
The mandatee shall take the necessary organisational and technical measures to keep the mandator's infor-
mation separate from that of other clients.

8c. Informationspflicht des Auftragnehmers
Die Auftraggeberin ist liber besondere Vorkommnisse (Datenverlust, Hackerangriff, unrechtmassige Zugriffe)
umgehend zu informieren.

8d. Logging
The mandator must be informed immediately about any special incidents (loss of data, hacker attack, unlawful
access).

2 An overview of further measures required in different instances of data processing can be found in the Guideline on Processing Information under a Contract
(«Leitfaden Bearbeiten im Auftrag») by the Data Protection Commissioner of the Canton of Zurich, version V 1.14 / November 2023, page 11ff., and the
Guideline on Encryption of Data Storage in the Context of Outsourcing («Leitfaden Verschliisselung der Daten im Rahmen der Auslagerung») by the Data
Protection Commissioner of the Canton of Zurich, V 2.3 / November 2023, and in the Guide for Technical and Organizational Measures of Data Protection
(«Leitfaden zu den technischen und organisatorischen Massnahmen des Datenschutzes») by the Federal Data Protection and Information Commissioner,

dated January 2024.
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9.  Monitoring

Within the scope of the contractual relationship, the mandatee is subject to supervision by the mandator’s su-
pervisory body, in particular the Data Protection Commissioner of the Canton of Zurich.

10. Subcontracting

The mandatee is only permitted to use the services of subcontractors to fulfill its contract if the mandator has
given his written consent or if the mandatee has disclosed this at the beginning of the contractual relationship.
The subcontractor must legally assume all obligations arising from the contractual relationship and from these
GTC.

11. Safeguarding of the mandatee’s business secrets

The mandator undertakes to safeguard the mandatee's business secrets.
Legal duties of disclosure remain reserved.

12. Advertising

Advertising and publications about contract-specific services require the mandator’s written consent.

13. Sanctions/Penalties

In the event of a material breach of a provision of the contract or these GTC, the breaching party shall pay the
injured party a contractual penalty, unless it proves that it is not at fault. Unless otherwise provided in the con-
tract, the contractual penalty shall amount to 10% of the total remuneration per case, but at least CHF 1,000
and at most CHF 50,000 per case. The right to claim compensation for any further losses remains reserved. In
the event of repeated serious breaches, the injured party has the right to immediately terminate the contract.
The losses incurred by it are to be reimbursed.

Payment of a contractual penalty does not release the party from its confidentiality obligations.
Criminal sanctions remain reserved.

14. Termination of Contract

Regardless of the reason for the termination of the contract, the mandatee is obliged to transmit the infor-
mation processed for the mandator free of charge and in the agreed format. The mandatee cannot delay this
obligation, even if there is a dispute between the parties.

Upon termination of contract, the reasons therefore notwithstanding, the service provider undertakes to
return the information processed on behalf of the client in the agreed format without delay and at no
cost. The service provider may not defer fulfillment of this obligation, even if disputes arise between the
contractual parties.

The mandator has the right to demand that the mandatee destroy the information processed within the scope
of the contractual relationship free of charge. The mandator may have the fulfillment of this obligation checked
by itself or by a third party.

15. Applicable Law

Swiss law applies exclusively.
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16. Place of Jurisdiction

The exclusive place of jurisdiction is Zurich, Switzerland.
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